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Abstract 

 
Lossless data hiding enables the embedding of 

messages in a host image without any loss of content. 
In this paper, we present a lossless data hiding 
technique based on histogram modification for image 
authentication that is lossless in the sense that if the 
marked image is deemed authentic, the embedding 
distortion can be completely removed from the marked 
image after the embedded message has been extracted. 
This technique uses characteristics of the pixel 
difference to embed more data than other histogram-
based lossless data hiding algorithms. We also present 
a histogram shifting technique to prevent overflow and 
underflow problems. Performance comparisons with 
other existing lossless data hiding schemes are 
provided to demonstrate the superiority of the 
proposed scheme. 
Keywords: Lossless data hiding, image authentication, 
reversible, self-authentication, fragile watermarks 
 
1. Introduction 
 

Digital formats are gradually replacing their 
classical analog counterparts since they are easy to edit 
and modify. Also, it is very easy to maliciously modify 
digital media and create forgeries. Alternations to 
content may be malicious and the changes may affect 
the interpretation of the content. For example, 
malicious tampering of criminal evidence may result in 
a wrong verdict. Techniques that help us provide the 
authenticity of digital images are very vital whenever 
problems are raised about the integrity of an image. 
Thus, there is a need for image authentication for 
applications where we must be certain an image has 
not been modified. 

Authentication based on data hiding embeds the 
authentication information in the image, which makes 
it capable of authenticating itself. The embedded 
message is able to supply additional information about 
image, such as an authentication code, author’s 
signature, and so on. Only when the embedded 
authentication information matches the extracted 
message, the image is deemed authentic. Inevitably, 
hiding information destroys the host image even 
though the distortion generated by hiding is 
imperceptible to eyes. In many authentication data 
hiding schemes, the distortion cannot be completely 
removed even when the image is deemed authentic. 
However, there are some applications for which any 
modification made to the image is intolerable, such as 
medical images, military images or images with a high 
strategic importance. Like medical images, where even 
slight changes are not accepted for a potential risk of a 
physician misjudging an image. Thus, it is desired to 
remove the embedding distortion if the image is 
deemed authentic. Lossless data hiding technique [1] 
gives a solution to the problem of how to embed a 
large message in digital images in a lossless way so 
that after the embedded message is extracted, the 
image can be completely restored to its original state 
before the embedding occurred. Recently, lossless data 
hiding techniques have also been proposed for various 
fields such as audio [2], MPEG-2 video [3], and 
SMVQ-based compressed domain [4]. 

Ni et al. [5] firstly introduced a novel histogram-
based reversible data hiding technique where the 
message is embedded into the histogram bin. Pairs of 
peak points and zero points are used to achieve low 
embedding distortion but low hiding capacity. 
Histogram modification technique has been extended 
recently in [6-9]. Fallahpour et al. [6] presented the 
block-based histogram modification scheme. Lee et al. 

2008 IEEE/IFIP International Conference on Embedded and Ubiquitous Computing

978-0-7695-3492-3/08 $25.00 © 2008 IEEE

DOI 10.1109/EUC.2008.20

506

2008 IEEE/IFIP International Conference on Embedded and Ubiquitous Computing

978-0-7695-3492-3/08 $25.00 © 2008 IEEE

DOI 10.1109/EUC.2008.20

506

2008 IEEE/IFIP International Conference on Embedded and Ubiquitous Computing

978-0-7695-3492-3/08 $25.00 © 2008 IEEE

DOI 10.1109/EUC.2008.20

506



[7] proposed a reversible hiding scheme based on 
histogram modification of difference images. To 
increase hiding ability, we present an efficient 
extension of the histogram modification technique by 
considering the pixel difference instead of simple pixel 
value. We also exploit a histogram shifting technique 
to prevent problems that are raised about overflow and 
underflow. As a result, characteristics of the pixel 
difference enable the proposed algorithm to obtain the 
higher peak point to embed a large amount of message. 

To make this paper self-contained, in Section 2, we 
briefly describe prior relevant Ni et al.’s histogram 
modification technique. Section 3 contains a detailed 
process of the proposed algorithm. In Section 4, we 
experimentally study the relationship between the 
capacity and distortion, and the effect of variant images 
on the capacity. Performance comparison with existing 
histogram-based lossless hiding schemes is also given 
in the same section. Finally, the paper is concluded in 
Section 5, where we outline the future investigations. 
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Fig. 1. Histogram of the “Lena” image 
 
2. Histogram modification 
 

Ni et al. [5] firstly introduced a lossless data hiding 
technique based on histogram modification that we 
will describe briefly in this section. First of all, we 
generate the image histogram of a given image. In the 
histogram, we first seek a peak point and a zero point. 
A peak point corresponds to the grayscale value which 
the maximum number of pixels in the given image 
assumes, whereas a zero point corresponds to the 
grayscale value which no pixel in the given image 
assumes. Like the grayscale “Lena” image 
(512×512×8), its image histogram is shown in Fig. 1, 
where the peak point is at 154 and the zero point is at 
255. 

Let P be the value of peak point and Z be the value 
of zero point. We shift the range of the histogram, 

[P+1, Z-1], to the right-hand side by 1 to leave the zero 
point at P+1. Such as the “Lena” image, the pixels 
within the range [155, 254] are increased by 1, thus, 
the pixel value 155 in the histogram is empty. Once a 
pixel with value P is encountered, if the message bit to 
be embedded is “1,” increase the pixel value by 1. 
Otherwise, no change is made. Obviously, the amount 
of message that can be embedded into an image equals 
to the number of pixels which are associated with the 
peak point. 

The data extraction is the reverse process of data 
hiding. When a pixel with value P+1 is met, message 
bit “1” is extracted and its value is decreased by 1. 
Also, when a pixel with value P is met, bit “0” is 
extracted. After all message bits have been extracted, 
the range of the histogram, [P+2, Z], is shifted to the 
left-hand side by 1. Another point we should mention 
is that, zero point defined above may not exist in some 
image histograms. Thus, a minimum point that is 
defined as the grayscale value which the minimum 
number of pixels in the given image assumes is often 
used in place of the zero point. However, the grayscale 
value and coordinate of the pixel that is associated with 
the minimum point need to be recorded as overhead 
bookkeeping information. Also, the overhead 
information must be included in the image itself with 
payload. 
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Fig. 2. Histogram of the pixel difference 

 
3. Proposed scheme 
 

In general, the histogram modification technique 
does not work well whenever an image has an equal 
histogram. To improve hiding capacity, we present an 
efficient extension of the histogram modification 
technique by considering the difference between 
adjacent pixels instead of simple pixel value. Since the 
pixel grayscale values in a local area are often highly 
correlated and spatial redundancy, the distribution of 
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pixel difference has a prominent maximum. Fig. 2 
shows that the difference value is expected to be very 
close to zero, thus, there are a lot of candidates for 
embedding data. This observation leads us toward 
designs in which the embedding is done in pixel 
differences. The experimental results have also 
supported this observation. Having explained the logic, 
we now outline the principle of the proposed lossless 
data hiding algorithm. 
 
3.1. Embedding process 
 

Consider a given N-pixel grayscale host image, we 
assume that the pixel value xi denotes the grayscale 
value of the ith pixel, 0 ≤ i ≤ N-1, xi ∈ [0, 255]. Let M 
be the message to be embedded and M = {0, 1, 2, 3}. 
1) Scan the image in an inverse s-order as shown in 

Fig. 3. Calculate the pixel difference di between 
pixels xi-1 and xi by 

otherwise.
,0if

,
,

1

=

⎩
⎨
⎧

−
=

−

i
xx

x
d

ii

i
i

 

2) Seek the peak point P from the pixel differences. 
3) Scan the whole image in the same inverse s-order. 

If di > P, shift xi by 3 units: 
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where yi is the marked value of pixel i. 
4) If di = P, modify xi according to the message: 

⎩
⎨
⎧

<=
≥=

−
+

=
−

−

.andif
,andif

,
,

1

1

iii

iii

i

i
i xxPd

xxPd
Mx
Mx

y  

The above steps complete the data hiding process 
where one peak point is used. We note that large 
hiding capacities can be obtained by repeated data 
embedding processes. 
 

 
Fig. 3. Scan order: inverse s-order 
 
3.2. Extraction process 
 

At the receiving end, the recipient extracts the 
embedded message from the marked image and 
losslessly recovers the host image. Consider an N-pixel 
grayscale marked image, we denote the grayscale value 
of the ith pixel in the image as yi, 0 ≤ i ≤ N-1, yi ∈ [0, 
255]. 

1) Scan the marked image in the same order as during 
the embedding. 

2) Set x0=y0, where x0 denotes the restored value of y0. 
3) Extract message M by 

,3if
,2if
,1if

,if

,3
,2
,1
,0

1

1

1

1

+=−
+=−
+=−

=−

⎪
⎪
⎩

⎪
⎪
⎨

⎧

=

−

−

−

−

Pxy
Pxy
Pxy
Pxy

M

ii

ii

ii

ii

 

where xi-1 denotes the restored value of yi-1. 
4) Restore the original value of host pixel xi by 
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5) Go to Step 3 until the embedded message is 
completely extracted. 

Thus, the exact copy of the original host image is 
obtained. 
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Fig. 4. An example of the proposed lossless 
data hiding 
 
3.3. An example of embedding and extraction 
 

Fig. 4 gives an embedding example of a given 
grayscale image with 4×4 pixels. We scan the host 
image in an inverse s-order and then calculate the pixel 
difference di between pixels xi-1 and xi. Thus, the peak 
point is 1 and the corresponding number is 8. Assume 
that the message M to be embedded is “02313210”. 
Since |x0-x1| = |155-156| = 1 = P, the first message 
symbol “0” is embedded in x1 by leaving x1 
unmodified. The difference between x1 and x2 is |156-
155|=1=P, then the second message symbol “2” is 
embedded in x2 by setting y2 = x2 - 2 since x2 < x1. As 
|x2-x3|=|155-158|=3 > P and x3 > x2, y3 = x3 + 3=161. 
The embedding process continues until all of message 
symbols are embedded, and then the resulting marked 
image is obtained. 
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Given P=1, we can completely restore the image to 
its original state before the embedding occurred. Since 
|y1-x0|=|156-155|=1=P, a message symbol “0” is 
extracted and x1 = y1. The difference between y2 and x1 
is |153-156|=3=P+2, a message symbol “2” is extracted 
and x2 is restored by setting x2 = y2 + (3-1) = 155 since 
y2 < x1. Since |y3-x2|=|161-155|=6 > P and y3 > x2, x3 is 
restored by setting x3 = y3 – 3 = 158. The extraction 
process continues until all of message symbols are 
extracted. Thus, the marked image is reverted to the 
exact copy of the original host image. 
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Fig. 5. Histogram shifting; (a) original 
histogram and (b) histogram shifting 

 
3.4. Prevent overflow and underflow 
 

Since the image format we perform is grayscale, the 
pixel value is within the range [0, 255]. Modification 
to a pixel may not be allowed whenever its value is 
saturated (0 or 255). As mentioned in the embedding 
process, the maximum modification of a pixel is 3. Fig. 
5 illustrates the proposed histogram shifting technique. 
Shifting the histogram from both sides by 3 units 
enables us to avoid occurring overflow and underflow. 

After narrowing down the histogram to the range [3, 
252], we need to record the histogram shifting 
information as overhead bookkeeping information. To 
record overhead information, we create a one-bit map 
as the location map. If a pixel whose grayscale value is 
within the range [3, 252], we assign a value 0 in the 
location map; otherwise, we assign a value 1. Since 
pixels without the range [3, 252] are few and almost 
contiguous, we use the run-length coding algorithm 
that enables a large increase in compression ability to 
losslessly compress the location map. Note that the 
overhead information has to be embedded into the host 
image together with the embedded message. Since the 

message to be embedded is M = {0, 1, 2, 3}, each 
message symbol is represented by two bits. Thus, the 
pure payload Pur that is referred to real capacity is Pur 
= 2×Np – |O|, where Np is the number of pixels which 
are associated with peak points and |O| is the length of 
the overhead information. 

 

   
(a) Lena            (b) Mandrill            (c) Boat 

   
           (d) Jet              (e) Pepper            (f) GoldHill 
Fig. 6. Six test images used for performance 
evaluation 
 
4. Experimental results 
 

To obtain a better understanding of how variant 
images influence the performance of the proposed 
scheme, we present some results in a graphical form. 
All experiments were implemented with six grayscale 
host images of size 512×512, “Lena”, “Mandrill”, 
“Boat”, “Jet”, “Pepper”, and “GoldHill”, as shown in 
Fig. 6. Peak signal-to-noise ratio (PSNR) is used to 
measure the distortion introduced by hiding: 
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where MSE is the mean squared error. 
In Table 1, we give an example of how different 

images affect the pure payload Pur and the distortion. 
A very high variability in Np that is the number of 
pixels which are associated with peak points can be 
seen between images. Images with high textured areas 
and low correlation, such as “Mandrill”, produce less 
Np than smooth images, like “Jet”, and hence, embed 
less pure payload size at lower PSNR. We have also 
observed that there are no pixels without the range [3, 
252] except for images “Mandrill” and “GoldHill”. 

 
Table 1 Hiding capacity and distortion for six 
test images 

Host 
image Np 

Pur 
(bits) 

|O| 
(bits) 

PSNR 
(dB) 

Bit rate
(bpp) 

Lena 40740 81460 20 39.46 0.31 
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Mandrill 19312 38371 253 38.96 0.15 
Boat 48010 96000 20 39.61 0.37 
Jet 67635 135250 20 40.33 0.52 

Pepper 57520 113592 20 39.90 0.43 
GoldHill 35489 70958 1448 39.32 0.27 

 
Fig. 7 shows the original image and the visual 

impacts of marked images at various pure payload 
sizes for “Lena”. In general, the marked image hardly 
can be distinguished from the original. While a slight 
sharpening phenomenon can be attentively observed 
when the original and the marked images are 
alternately displayed, the effect is not perceptually 
obvious. As shown in Fig.7, the visual distortion is 
quite small and the PSNR is higher than 30 dB. 

 

     
(a)                                       (b) 

     
(c)                                       (d) 

Fig. 7. Original and marked “Lena” images; (a) 
original, (b) 39.46 dB embedded with 0.3107 
bpp, (c) 33.72 dB embedded with 0.5395 bpp, 
and (d) 31.79 dB embedded with 0.6712 bpp 
 

Fig. 8 shows the performance comparison of pure 
payload in bpp versus image quality in PSNR of the 
proposed scheme with that of the existing histogram-
based lossless hiding schemes [5-7] for the “Lena” 
image. Note that all schemes were presented based on 
histogram modification. We can see that Ni et al.’s 
scheme [5] has low hiding capacity compared to the 
others. Fallahpour et al. [6] and Lee et al. [7] have 
improved Ni et al.’s work and have derived higher 
payload. However, they did not include the overhead 
information in their experiments. As shown in figure, 
the proposed scheme is able to achieve relatively 
higher pure capacity than existing schemes. 
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Fig. 8. Performance comparison for the “Lena” 
image with existing reversible schemes [5-7] 
based on histogram modification 
 
5. Conclusions 
 

We present an efficient extension of the histogram 
modification technique by considering the difference 
between adjacent pixels instead of simple pixel value. 
Characteristics of the pixel difference that is almost 
Laplacian distributed are used to accommodate a large 
payload. Thus, the proposed scheme is able to provide 
high capacities at invertible distortion. Also, it can be 
easily modified for compressed image formats, such as 
JPEG, MPEG, and JPEG2000. The distribution of 
frequency coefficients may be almost Laplacian 
distributed due to quantization since the embedding 
must be performed in the transform domain. As a 
result, the proposed scheme can be generalized to other 
data types than images. Our future work will focus on 
lossless authentication for video files and further 
improvement of the proposed scheme. 
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